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Independent redesign based on
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F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 2   ·   T H E  R E A L  Q U E S T I O N

YOU DON'T NEED
TO CONTROL
EVERYTHING.

0 2  /  1 0Source · Importance of a robust risk assessment

YOU NEED TO KNOW
WHAT MATTERS.

A strong risk assessment establishes priorities 
and determines where audit effort should focus.

RISK
A S S E S S M E N T

01

FOUNDATION
Creates the top-down, risk-

based approach.

02

FOCUS
Directs effort toward the 
systems and controls that 
matter.

03

DEFENSIBILITY
Explains why something is 
in scope.

04

CONTROL
Connects risk to the 

controls that need testing.



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 3   ·   T H E  S O X  S Y S T E M

SOX IS NOT A CHECKLIST.

0 3  /  1 0Source · SOX methodology overview, phases

IT IS A CONTROL SYSTEM.

Seven phases, one continuous 
path. Each phase depends on the 
one before it.

01

STRATEGY

Define what the SOX 
program should do 
for the company.

02

RISK

Connect risks to 
assertions. The key 
to rightsizing.

03

ENTITY
CONTROLS

The company’s 
“insurance policy” 
against control 
failure.

04

CONTROL
SELECTION

Choose the right mix: 
preventive, 
detective, 
automated, manual.

05

TEST

Test design and 
operating 
effectiveness of key 
controls.

06

EVALUATE

Assess whether 
deficiencies 
aggregate to a 
material weakness.

07

GOVERN

Define oversight and 
where the program 
reports.



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 4   ·   F O L L O W  T H E  D A T A

FOLLOW
THE DATA.

0 4  /  1 0Source · End-to-end process documentation; integrated financial and IT controls

Trace each relevant data element from its first input to the financial 
statements, through every manual step and automated system.

Process risk point Risk of material misstatement Control

INITIATION

Order entered

MANUAL
ACTIVITY

Price keyed in

SYSTEM A

Automated calculation

SYSTEM B

Interface and transform

KEY
CONTROL

Reconcile and review

FINANCIAL
REPORTING

GL and statements

RDE

PRP C PRP C PRP C

RM M   If any risk point fails, the financial statements could be materially misstated.

Risks sit where data changes hands. Controls sit where risk appears.



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 5   ·   T H E  L I T M U S  T E S T

IN
OR
OUT?

0 5  /  1 0Source · When to scope a system in or out

Scope a system in when there is a clear 
chain of impact between it and internal 
control over financial reporting.

T H E  L I T M U S  T E S T  ·  F I V E  Q U E S T I O N S Y E S  →  K E E P  F O L L O W I N G  T H E  C H A I N      N O  →  N E X T  T E S T

01 Does it create, transform, aggregate or route 
financially relevant data?

Y E S N O

02 Does a key control execute here, or rely on its output? Y E S N O

03 Do downstream controls depend on its data? Y E S N O

04 Could privileged access or a bad change enable a 
material misstatement?

Y E S N O

05 Is assurance dependent on an outsourced system or 
SOC report?

Y E S N O

C L E A R  C H A I N  O F  I M PA C T

= IN SCOPE
B R O K E N  C H A I N  O F  I M PA C T

= CAN BE SCOPED OUT



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 6   ·   A  R E A L  S C O P I N G  D E C I S I O N

IT DOESN'T HOLD
THE MONEY.

0 6  /  1 0Source · The scoping decision: a practical walk-through of the litmus test

BUT IT CAN STILL
CONTROL THE RISK.

IDENTITY
SYSTEM ERP FINANCIAL

CONTROL

E.G. ACTIVE DIRECTORY, OKTA

PRIVILEGED ACCESS CAN BYPASS ERP CONTROLS

The scenario  A central identity system authenticates users for nearly every application, 
including the in-scope ERP. It stores no dollar amounts and no financial transactions.

01 FINANCIAL DATA? N O

It manages identities. It does not create, process or store 
invoices, journals or revenue.

02 KEY CONTROL EXECUTED HER E? N O

Three-way match and segregation-of-duties checks run 
inside the ERP.

03 DOWN STREAM CON TROL DEPENDENCY? Y E S

Every ERP access control trusts the identity it authenticates. 
Wrong user, useless control.

04 PRIVILEGED ACCESS RISK? Y E S

An administrator could take a finance director’s rights and 
approve fraudulent payments.

D E C I S I O N

IN SCOPE.
No financial data. But controls 
depend on it, and its access can 
bypass them.



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 7   ·   T H E N

WE USED TO
AUDIT A STACK.

0 7  /  1 0Source · From owning stacks to managing services; technology has evolved across all dataflow layers

One owned, on-premise stack inside a well-
defined company perimeter.

SAASAPIS

DATA LAKEAI / ANALYTICS

CONTAINERSMICROSERVICESIDENTITY

CLOUDTHIRD-PARTY
SERVICES

C O M PA N Y  P E R I M E T E R

01   APP LICAT ION

02   DATABAS E

03   OPER ATIN G S YST EM

04    NETWORK

T H E N  ·  O W N E D  ·  L I N E A R  ·  O N  P R E M I S E



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 7   ·   N O W

NOW WE AUDIT
AN ECOSYSTEM.

0 7  /  1 0Source · From owning stacks to managing services; technology has evolved across all dataflow layers

WE USED TO AUDIT A STACK.

Responsibility is now shared with cloud and SaaS 
providers. Scope follows the service model: which layers 
are ours, and what the vendor’s SOC report covers.

T H E N

0 1    A P P L I CAT I O N

0 2    DATA B A S E

0 3    O P E R AT I N G  S Y S T E M

0 4    N E T WO R K

SAAS

APIS

DATA LAKE AI / ANALYTICS

CONTAINERS
MICROSERVICES

IDENTITY

CLOUD

THIRD-PARTY
SERVICES

N O W  ·  S H A R E D  ·  D I S T R I B U T E D  ·  S E R V I C E - B A S E D



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 8   ·   M O D E R N  D A T A F L O W

THE RISK IS
IN THE JOURNEY.

0 8  /  1 0Source · Complexity of modern dataflow architecture

SOX scoping is no longer about which applications 
exist. It is about how information moves through 
them.

D ATA  O R I G I N S T R A N S F O R M AT I O N S C O N S U M P T I O N

A I  /  M L    Scalable, predictive models across the whole flow

S O U R C E

Systems of record

IN G E S TIN G E S T

Batch and streaming 
pipelines

S TO R ES TO R E

Raw, structured, 
unstructured

T R A N S F O R MT R A N S F O R M

Cleanse, convert, model

AC C E S S

APIs and microservices

C ON S U M E

Reports, analytics, apps

T R A N S F O R M AT I O N S  ·  W H E R E  D ATA  C H A N G E S ,  T E S T  H E R E

DATA  Q U A L I T Y Quality, observability, accuracy, completeness, lineage, reliability

G O V E R N A N C E Accessibility, availability, usability, consistency and trust for data consumers

S E C U R I T Y Protecting the usability and integrity of the infrastructure



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 9   ·   B E F O R E

BLACK
BOX.

0 9  /  1 0Source · Common challenge example

A common challenge: the process was 
mapped, but IT system B was treated as a 
black box.

S A L E S

I T  S Y S T E M  APRP C

DATA  O R I G I N
Price entered

LO G I C
Pricing calculation

R E P O R T
Sales report

G I TC s   ·   AC C E S S   ·   C H A N G E   ·   
O P E R AT I O N SIT  S Y S T E M  B

I N I T I AT I O N

SOURCE ?

LOGIC ?

CON TROLS ?

RISK ?



F R O M  C O M P L E X I T Y  T O  C O N T R O L

0 9   ·   A F T E R

VISIBLE
SYSTEM.

0 9  /  1 0Source · Sample solution

DON'T TREAT IT
AS A BLACK BOX.

B R I N G  I T  I N T O  T H E  WA L K -T H R O U G H

01   System overview diagram

02   Every report and data element

03   Automated controls for each PRP

04   GITCs for the risks arising from IT

S A L E S

I T  S Y S T E M  APRP C

DATA  O R I G I N
Price entered

LO G I C
Pricing calculation

R E P O R T
Sales report

PRP C PRP C PRP C

G I TC s   ·   AC C E S S   ·   C H A N G E   ·   O P E R AT I O N S

I T  S Y S T E M  B

I N I T I AT I O N



F R O M  C O M P L E X I T Y  T O  C O N T R O L

1 0   ·   C O N C L U S I O N

WHAT DO
WE OWN?

1 0  /  1 0Source · Conclusion: the new reality of IT scoping

SOX SCOPING USED TO ASK:

A P P L I C AT I O N

DATA B A S E

O P E R AT I N G  S Y S T E M

N E T W O R K



F R O M  C O M P L E X I T Y  T O  C O N T R O L

1 0   ·   C O N C L U S I O N

HOW DOES
THE DATA MOVE?

1 0  /  1 0Source · Conclusion: the new reality of IT scoping

NOW IT ASKS:

0 1

UNDERSTAND
THE FLOW.

0 2

FIND
THE RISK.

0 3

DEFINE
THE SCOPE.

E N D  S TAT E

FROM 
COMPLEXITY
TO CONTROL.

Independent presentation redesign based on publicly available KPMG Future of SOX webcast material.
Not commissioned by or affiliated with KPMG.
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